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Non-Interactive Zero-Knowledge Proofs [DMP88]

x (x, w)x ∈ ℒ
?

Soundness: 

$% [x ∉ ℒ ∧ 1 ← ((x, π)] = )*+,(λ)

Zero-Knowledge: 

{π ← /01(x)} ≈ {π → $(x, w)}

π
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Applications:

• CCA security

• Signatures

• Blockchains

Why NIZKs?

⋮
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Random Oracle

• Fiat-Shamir


Standard Model

• Impossible!

• Need at least 4 rounds

Random Oracle Vs Standard model

Assume CRS
Problem: RO don’t exist!

This talk: NIZK = NIZK for all NP in the CRS model
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• Trapdoor permutations 
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Soundness
•  has a cycle  

• To prove:

H C′ 

If  is an edge in  then  is an edge in δ(e) H e G

If  is an non-edge in  then  is an non-edge in e G δ(e) H

⇔
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Zero-Knowledge
Description of : 

• Choose a random permutation .

• For all non-edges  of , reveal a non-edge  of 

• (  has full control over the hidden-bits)

/01
δ

e G δ(e) H
/01
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Hidden-Bits Generator [QRW19,KMY20]

7%8←/*9:;

(7<1, (α1, …, αk), (π1, …, πk))←=*)>098

7<1, {αi, πi}i∈S

(*%(7<1, α̃, i, πi)
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Hidden-Bits Generator [QRW19,KMY20]
Completeness: 
Honest proofs are accepted

Statistical Binding: 
 statistically determines a string7<1

Output sparsity: 
Given , the number of strings that a prover can open is small7%8

Hiding: 
Given ,  remains hidden7<1, {αi, πi}i≠i* αi*



Hidden-Bits Generator to NIZKs
Theorem [QRW19,KMY20]:  
We can build a NIZK in the CRS model, given a HBG in the CRS 
model and a NIZK in the hidden-bits model



Hidden-Bits Generator to NIZKs
Theorem [QRW19,KMY20]:  
We can build a NIZK in the CRS model, given a HBG in the CRS 
model and a NIZK in the hidden-bits model

Problem: 
• Build HBG.

• Previous works: TDP and LWE (with super-poly mod-to-noise).
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New Primitive: Vector Trapdoor Hash

(@A, {*Ai, 9Bi}i∈[k])←/*9:;


(h, {πi}i∈[k]) ← CD8@(@A, x)
ei ← E)7(*Ai, πi)

di ← F*7(9Bi, h)

Local opening: 
 is a local opening for πi xi

Statistical binding: 
 for almost all ei = di i ∈ [k]

Hiding: 
 is uniform, given ei* {ei, πi}i≠i*
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VTDH to Hidden-Bits Generator
Theorem:  
VTDH implies HBG


(h, {πi}i∈[k]) ← CD8@(@A, x)
ei ← E)7(*Ai, πi)






7<1 = h
αi = ei
π′ i = (πi, xi)

7<1, {αi, π′ i}i∈S


G<7(*%(7<1, πi, xi) = 1
E)7(*Ai, πi) = ei

@A, {*Ai}i∈[k]
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Corollaries: 
• (Dual-mode) NIZK from LWE.

• NIZK from DDH + LPN with statistical soundness.
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Pick binary x = (x1, …, xk)

πi = (W1x1, …, xi, …, Wkxk)

, compute  h = ∑ Uixi

Local Verification:




        
(A1, …, Ui, …, , Ak)πi 


        
= (A1, …, Ui, …, , Ak)(W1x1, …, xi, …, Wkxk)




        
= ∑ Uixi = h
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VTDH from LWE: Encoding and Local Proofs

Encoding: ei = *Aiπi
= (sT

i A1 + e1, …, sT
i Ui + ei, …, sT

i Ak + ek)(W1x1, …, xi, …, Wkxk)

= si (∑ Uixi) + ẽ

Decoding: di = sT
i h = si (∑ Uixi) I<:)B(ei) = I<:)B(di)⇒

Statistical Binding
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1st Step: *Ai = (sT
i A1 + e1, …, sT

i Ui + ei, …, sT
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VTDH from LWE: Hiding for i = 1

1st Step: 

To prove:  e1 = *A1π1 ≈ v ← K)0L

*Ai = (sT
i A1 + e1, …, sT

i Ui + ei, …, sT
i Ak + ek)

*Ai = (u1, …, ui, …, uk)
LWE

 (*A1π1, W1x1) ≈s (v, W1x1)2nd Step: 

LHL



Recap

• LWE Result: Dual-mode NIZK from LWE . 


• DDH + LPN Result: NIZK from (DDH + LPN) with statistical soundness.

Thanks!
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